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ABSTRACT

Despite the proliferation of location-based services on mo-
bile platforms, privacy concerns still refrain many people
from using them regularly. Moreover, current location shar-
ing tools often present over-simplistic privacy settings by
which users are forced to the binary alternative of sharing
everything or nothing. The goal of this research is to build
novel privacy-aware tools through which users can share their
location more easily and in the way they consider more ap-
propriate. Starting from the study of the sharing functional-
ities and how people use them, I aim at building a platform
for efficiently sharing location, supported by a usable inter-
face through which users can easily understand how sharing
works and feel in control of their data. Furthermore, the
security mechanisms employed are conceived such that pri-
vacy is considered as an integral part of the sharing mecha-
nisms, in a privacy-by-design approach.
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INTRODUCTION AND MOTIVATION

Recently, a number of location-based services (LBSs) have
been launched serving different purposes, ranging from long-
standing location sharing tools where people keep in touch
through a persistent stream of automatic updates, such as
Google Latitude!, to the check-in based ones where users
notify friends about, e.g., a restaurant, coffee bar or disco

"http://www.google.com/latitude
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where they are currently located, such as Foursquare?. While
currently available LBSs are perceived as attractive and use-
ful, many people are still concerned of the privacy issues
these systems raise. Although much research has been car-
ried out and a number of different approaches for safeguard-
ing location information have already been developed, cur-
rently available services still offer only basic privacy set-
tings, which provide limited flexibility for users’ needs [25].
As a consequence, users cannot choose to what extent they
wish to share, but in practice they are left with the binary
decision of sharing all or nothing.

My research has the goal of studying how people share their
location, in order to create new tools that can make location
sharing easier for people. The aim is to avoid binary choices
and build tools that allow people to share just as much as they
need for achieving their goals. This is realized by proposing
various sharing modes that can be used for specific purposes,
through which users can feel on control of their data. At the
same time, privacy is considered within the sharing mecha-
nisms, in a privacy-by-design approach [18].

RELATED WORK

The topic of location privacy has been already investigated
in detail, and considerable attention has been given to the
sensitivity of location data. It has been shown that threats
to personal privacy can be generated by the automatic in-
spection of location traces: Kang et al. highlight how places
that are meaningful for users, such as “my place of work”,
“home”, “my favourite lunch spot”, etc... can be extracted
from location traces [15]; Hoh et al. showed how home lo-
cations of people can be extracted after periodically collect-
ing GPS samples [14], while Krumm could identify home
location of users and their actual name by comparing their
anonymized location traces with publicly available informa-
tion from white pages [16]. Experiments have demonstrated
how location data can be used for inferring also people’s
modes of transportation [20, 26], to monitor car traffic and
to predict and avoid traffic jams (e.g. within the Mobile Mil-
lennium project, [1]), or even to predict people’s social re-
lationships, by using both location and Bluetooth discovery
data [10].

Several approaches have been proposed to address the prob-
lem of location privacy, many of which have been summa-
rized by Krumm in a survey [17]. The simple anonymization
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of location tracks has been proven insufficient, as demon-
strated by the experiments of many researchers [3, 13, 14].
Another technique degrading the accuracy of location data
and enhancing protection against location-related threats is
obfuscation, through which the actual coordinates are sub-
stituted by street or city level information. Duckam and
Kulik [9] suggest a formal model for obfuscating location
data, while Krumm [16] shows that a considerable amount of
added noise has to be added in order to really protect the sub-
jects from possible attacks. The concept of k-anonymity was
introduced in location privacy by Gruteser and Grunwald: it
consists of a spatial and temporal cloaking algorithm such
that the identity of a subject can be cloaked among those of
k—1 others by choosing either a large enough area to contain
at least k users, or a temporal window such that a specific
area is crossed by at least k users, or a combination of the
spatial and temporal criteria [12]. A variant of this algorithm
is the CliqueCloak algorithm, where each user can define
a different k£ [11]. In another work, Beresford and Stajano
propose the so-called “mix-zones”, in which the bounding
among the identity of a subject, his current place and time is
decoupled when different users transit within the same cross-
ing region, called a “mix-zone” [3, 4]. The pseudonyms of
users are thus changed with new ones, with the effect of mix-
ing the identity and the history of users.

Despite the richness of approaches proposed in literature, it
is still unclear how these methods can be successfully ap-
plied to location sharing applications in practice without sig-
nificantly lowering the quality of service. If we focus on the
functionality, applications for locating nearby friends would
completely lose their meaning when applying methods such
as the mixing of users’ identities, in the same way as the
check-in into a restaurant would become useless if its exact
location would be obfuscated. To overcome this problem,
in my thesis the concept of privacy is strictly bound to the
functionality provided by the system: the privacy mecha-
nisms are considered as an integral part of the sharing tools,
and have to be designed differently depending on the specific
task at hand, taking into account all factors involved with the
sharing environment [8].

Besides demonstrating the attacks through which people’s
location privacy can be threatened, research has also investi-
gated the perception of privacy by users. The willingness to
disclosure location has in fact been shown to depend on the
identity of the subject requesting location data, as well as on
the reasons why the request was made and at what level of
detail [6]. It is important then to take into account the dy-
namics among users of the system and the reasons for taking
certain actions, in order for people to feel in control of their
data. A location-based research application developed with
the aim of keeping users in control of what they share is Lo-
caccino [24]. The system offers wide versatility thanks to the
rule-based location disclosure that users can set: for differ-
ent contacts the system can be instructed to disclose location
only within certain time slots and/or when a user is located
within a certain region. However, the significant effort re-
quired by users to come up with rules for all their contacts
makes such application hard to manage in a mobile setting,
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also due to the need of constantly maintaining all the applied
rules.

METHODOLOGY

The approach of my thesis to location sharing is based on the
analysis of the privacy risks in current applications, and how
these risks should be faced in order to build privacy-aware
systems. A set of stakeholders which play a significant role
in location-based services has been identified: intended re-
cipient (the main goal of the communication), service and
infrastructure providers; as well as unintended recipients,
such as accidental recipients, illegal recipients and law en-
forcement [21]. The idea is to study the interactions among
all these actors and take them into account for the design of
the system. My work is being carried out in parallel on three
different but complementary sides, that in the end will be
integrated together:

1. building an efficient architecture for exchanging data;

2. implementing security mechanisms that guarantee the cor-
rectness of the intended data flows and prevent unintended
disclosures of data;

3. conceiving a usable interface, to make the service not only
available to users, but also affordable and easy to use.

While the architecture of the system accounts for the link-
age among users and the transfer of location data, and the
security mechanisms prevent unwanted disclosure of data,
it is only with a usable user interface that users can benefit
from the application; an interface too cumbersome to use in
a mobile context or which is unclear for users, would in fact
neutralize the effort spent for building such a system.

Architecture and Security Mechanisms

The design of the architecture for my location sharing sys-
tem started from the analysis of the stakeholders and on the
functionality of the application. As a first step, we consid-
ered the long-standing location sharing case in which users
share their current GPS location with friends (as for instance
in Google Latitude). In this case, the role of the service
provider is to route the data traffic towards the right users,
based on their friendships; there is in principle no need for
the service provider to be aware of users’ location data. So
far, I have developed two different prototypical architectures
for this case [22]. In the first one, users simply exchange
with each other location data encrypted with public key cryp-
tography. While this prevents the service provider from learn-
ing users’ data, this approach encounters scalability prob-
lems when it comes to encrypt multiple times the same loca-
tion update for all friends under different keys. The second
architecture supports group-based location sharing, where
users can share their location with groups of friends at vari-
ous levels of precision: GPS location, city level, region level
and country level. The introduction of groups and of loca-
tion granularities goes in the direction of letting people de-
cide at what level of detail they wish to share location, as it
probably gets too intrusive to allow all contacts to see loca-
tion updates with full precision. A client-server architecture



with a publish-subscribe pattern has been employed for im-
plementing the system, and the hypothesis was to later apply
group-based encryption for ensuring protection from the ser-
vice provider.

The currently planned approach to solve the scalability is-
sue is instead to apply proxy encryption as a security mech-
anism, which would allow to encrypt location updates on
the client only once [2, 5]. On a server, appropriate cryp-
tographic functions would be applied to transform the en-
crypted message in order to be decrypted under the keys of
the user’s contacts with the additional benefit that the server
would not be able to decrypt any message [7].

Location sharing functionalities

The architecture described above is the infrastructure on top
of which location data will be exchanged; such an infras-
tructure, however, needs to be surrounded by an interface
offering functionalities which make the whole process of lo-
cation sharing useful for users. For this reason we introduce
the concept of location sharing functionalities, i.e., modes
for location sharing which involve varying degrees of loca-
tion disclosure that can be used by users to accomplish spe-
cific tasks. The specific aspects of each functionality are
then considered in order to apply security mechanisms that
block location disclosure towards unintended recipients.

Besides long-lasting location sharing, we considered other
sharing functionalities in which the required degree of lo-
cation disclosure is gradually lowered. One of the shar-
ing modes considered is proximity sharing, in which users
share location with their contacts only when they are located
in proximity, i.e. within a chosen threshold distance [22,
23]. If with long-standing location sharing people can con-
stantly keep in touch, with proximity sharing they can have
“serendipitous encounters”, being notified by the application
if any contacts happen to be in the neighbourhood. In prin-
ciple, a client-server architecture can serve the purpose of
notifying users when they are in proximity without know-
ing their positions. Algorithms for privacy aware proximity
detection have been developed [19], but no research has yet
been carried out to evaluate the usability of such a function-
ality with real users. Another functionality taken into ac-
count allows for ad-hoc meetings: users can define the time
and location of a meeting and invite a group of contacts to
share their location with each other in occasion of the meet-
ing, similarly to what happens in Glimpse®. In this case, the
connectivity constraint holds only during the meeting, while
no information is disclosed beyond the scheduled event.

EVALUATION AND NEXT STEPS

The above described functionalities (i.e. long-lasting, prox-
imity and ad-hoc meetings) have been evaluated in a pre-
liminary user study, where a set of users have been inter-
viewed to understand their opinions regarding location pri-
vacy in general and towards the described functionalities in
particular [23]. The results of this study highlight that differ-
ent sharing modes serve different sharing goals: while long-
standing location sharing is perceived as highly intrusive, it
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is in general considered acceptable for a very limited group
of contacts, formed by household members and very close
friends with whom users are strongly bound. Proximity shar-
ing was found useful for sharing location in practical cases
by users, such as with a set of selected friends in their free
time, while ad-hoc meetings obtained the largest approval by
participants, who appreciated in particular the possibility to
set up a sharing mechanism which is limited in time to the
duration of the current event.

In the next steps of my research my goal is to clarify the ac-
tual use of location sharing by users, uncovering the goals
they wish to reach through sharing. My plan is to integrate
the location sharing modes presented above, together with
other common sharing mechanisms such as manual check-
ins and automatic check-ins, which are already available in
several products on market. I then plan to run a field study
in which the above-mentioned different sharing functional-
ities are provided to users and evaluated in a longitudinal
study. The role of the user interface will be crucial for mak-
ing location sharing application simple and usable for users,
and to let people feel in control of their data. To understand
how people are using these tools and whether they feel sat-
isfied with the on-going location sharing processes, I plan
to take advantage of experience sampling methods, through
which questions can be asked to users in context, i.e., while
users are actually using the application. Finally, I plan to
integrate all the above features in a unified privacy-aware
system, where the architecture works as an efficient infras-
tructure for various location sharing modes, and adequate
security mechanisms are chosen for every sharing mode.
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